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ABSTRACT

The transformation of our societies due to technological progress
and worldwide spread of information technologies has established
a new domain where states must establish a “normal” way of re-
lating to each other. National legislation has been adapted in or-
der to reach this domain; however, in an international context there
are still different manners to interpret what behaviour is normal
and acceptable. The European Union has established a framework
regarding its own cybersecurity and aims to establish the rule-of-law
to progress towards a secure digital world; it has also created sanc-
tion rules to punish behaviours which oppose its own view. This
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paper tries to look at what effects it has had on other major actors
in the realm of cybersecurity: The United States, Russia, and China.
By looking at the development of the frameworks of these countries
and their actions and comparing it to the objectives of the European
Union in this matter, it shows that effects have been different in each
case and that they are not coercing the actions of the other states,
not because of a failed implementation, but due to their own nature.

Keywords: China; cybersecurity; European Union; normative power;
Russia; sanctions; United States.

RESUMEN

La transformacién de nuestras sociedades a causa del progreso tec-
nolégico y la expansién de las TIC a escala global ha creado un nue-
vo dmbito en el cual los estados deben establecer una nueva manera
“normal” de relacionarse entre ellos. Para ello, se han adaptado legis-
laciones a nivel nacional; sin embargo, en el contexto internacional,
existen maneras diferentes de interpretar la forma “normal” de rela-
cionarse en este dmbito. La Unién Europea ha creado un marco para
su propia ciberseguridad y espera expandir el estado de derecho para
progresar hacia un mundo digital seguro. También ha establecido un
marco de sanciones para luchar contra las actitudes que van en contra
de su punto de vista. Este articulo intenta ver cémo ha afectado esto a
los actores mds importantes en el mundo de la ciberseguridad: Estados
Unidos, Rusiay China. Se ve que los efectos han sido diferentes en cada
caso y no son coercitivos para las acciones de los demds estados, pero no
por un fracaso de implementacién, sino por su propia naturaleza.

Palabras clave: China; ciberseguridad; Estados Unidos; poder
normativo; Rusia; sanciones; Unién Europea.

1. INTRODUCTION

In this paper, we are going to analyse the European cybersecurity
policy and the effects on the behaviour of other major states, name-
ly the United States of America, China and Russia of this policy,
to see whether the EU has been able or could be able to influence
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their actions via norms and identities. We are also going to look
at restrictive measures (sanctions) when used as a foreign policy
instrument in order to signal specific values by a state. Therefore,
our objectives are mainly two: understand the policy in this domain
and see whether other states have been influenced by it.

We will be seeking to answer two questions in this regard: What
effects does the European policy have on an international level? Are
sanctions in any way able to boost these effects? Can the European
Union become a leader in the domain of cybersecurity?

The current hypothesis is that these policies do not have a significant
effect on an international level. We are going to try to confirm or re-
ject this by studying the variables of application of the cybersecurity
framework, sanctions and the behaviour of other states in this regard.

Moreover, we are going to also focus on the creation of identities as
part of partner/rival interactions, perceptions, and self-perceptions
as key factors to understanding the development of these policies
in all these cases.

The text is structured by introducing our objectives for this work, a
conceptual framework regarding basic concepts from IR we are go-
ing to use, the comparison of cases and developments of the events
in each of the countries we are going to look at, analysis of these
cases by applying the theoretical framework and a brief conclusion
to summarise all the contents we will be looking at.

2. CONCEPTUAL FRAMEWORK

For our analysis, we are going to introduce some key concepts and
theories which will allow us to systemise our approach to the sub-
ject at hand.

2.1. SANCTIONS AS A FOREIGN POLICY INSTRUMENT

2.1.1. SANCTIONS IN THE INTERNATIONAL COMMUNITY

Biersteker & Portela explain that there are three types of “embed-
dedness” of sanctions. All members of the United Nations are un-
der the obligation to implement sanctions under Chapter VII of the
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UN Charter. The second type is “supplementary measures”, EU
autonomous sanctions to amplify the first type of sanctions, based
on the wording of those measures. And finally, there are autono-
mous sanctions which do not supplement UN sanctions (normally
because the UN was unable to agree on sanctions) but are used by
the European Union to show its position on a particular issue (Bier-
steker & Portela, 2015).

Just as these sanctions have to be understood in a broader scope
of action, supported by other measures (both negative and posi-
tive), alignment between likeminded states is normal. Many times,
this is the case regarding the sanctions imposed by the EU and the
US. However, sometimes there are disagreements (for example, the
sanctions on Cuba by the US and the extraterritorial conditions of
these sanctions). The authors also state that the US “advocates for
regime change”, while “the EU tends to demand compliance from
the target”. In some cases, the EU sanctions come before the UN sanc-
tions (Sudan, DRC and Yugoslavia) (Biersteker & Portela, 2015, p. 3).

2.1.2. LecAL Basis IN THE EU

Even though sanctions were enabled in 1957 with the Treaty of
Rome, with the Maastricht Treaty, in 1992 the European Union be-
gan using sanctions as a political tool. Three documents are relevant
to coordinate these sanctions: the “Basic Principles on the Use of Re-
strictive Measures (Sanctions)”, the “Guidelines on Implementation
and Evaluation of Restrictive Measures (Sanctions) in the framework
of the EU Common Foreign and Security policy” and “The EU Best
Practices for the Effective Implementation of Restrictive Measures”.

Member states or the HR/VP, supported by the Commission, can
start the process, regulated by Articles 30 and 31 of the Treaty of the
European Union (Consolidated versions of the Treaty on European
Union and the Treaty on the Functioning of the European Union, 2012).

2.1.3. How SANCTIONS WORK

Traditionally, in political science, a widespread belief that sanctions
do not work has been a key idea for many authors. However, some
researchers have challenged this idea by deepening the perspec-
tive for the analysis. Instead of focusing on a “pain-gain” analysis,
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where correlation between sanctions and political power vis-a-vis
other actors is considered the only or, at least, the most impor-
tant axis, a deeper understanding of sanctions can be achieved by
classifying them according to their purpose, their impact, and their
feasibility (Giumelli, 2013, pp. 9-20).

Cases where the requests from the EU to the sanctioned actor are
not likely to happen but have a significant impact on their gains
calculation formula are constraining, as they increase the cost; those
which are likely to be complied with and have an important impact
on the calculation are for coercing purposes, as they aim to change
the behaviour of an actor; finally, those which have a low impact,
regardless of their feasibility (sometimes feasibility is irrelevant, as
some sanctions do not send a direct political request to the actor),
are for signalling purposes —they show the disapproval of the EU
of the past behaviour of the target actor. Of course, these purposes
sometimes may overlap. Most of these logics do not correspond to
a coercing logic —as most of sanctions actually focus on constraining
or signalling (Giumelli, 2013, p. 21).

For example, after the annexation of Crimea in 2014 by Russia, the EU
adopted a wide variety of restrictive measures which had a strong eco-
nomic impact on Russia, accepting the collateral damages of broader
sanctions on individuals not related to the actions of the target. This
was a change to the previous policy of very narrow, non-economic
sanctions and it also challenged the Russian Federation, something
the European Union was unwilling to do before. This shows that the
EU has socialised its members to get used to sanctions and they have
become more daring in their measures (Portela, 2016a, pp. 36-41).

2.1.4. WHAT ARE ““TARGETED”’ SANCTIONS?

As we have explained, the nature of sanctions has changed over time.
Embargoes were very broad and had devastating effects on civilian
populations unrelated to the decision-making processes, which lead
to the improvement of sanctions towards “targeted sanctions”, which
meant that their effects were not as significant on society as a whole
but particular wrongdoing individuals. This idea has also led to the
hope that possible targets would take these sanctions into account, and
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it would allow sanctions to be more effective, by making them un-
necessary in some cases (as decision-makers would take into account
sanctions into their cost-benefit calculation) (Portela, 2016b, pp. 2-6).

What justifies the inclusion of a particular measure in the targeted
sanctions toolbox is its amenability to be targeted at a pre-determined
group of individuals, entities or sectors. The critical quality distin-
guishing a smart sanction is that ‘it is designed to hit at the interest of
individuals or groups in positions of power directly, rather than the
entity they control’. (Stenhammar, 2004, p. 150)

However, this trend towards targeted sanctions has been chang-
ing and broadening, as mentioned previously, probably to make
the effects stronger. This is problematic as instruments to monitor
the effectiveness of restrictive measures and improve international
cooperation regarding the reasons being sanctioned have not devel-
oped. This means that the collateral damages have expanded, even
though the EU has advocated its moral high ground when present-
ing these sanctions. Even the targeted sanctions have swayed towards
other groups, which are not involved in the decision making (likely,
supporters of the decision makers in mind) (Portela, 2016b, p. 15).

2.2. WHAT IS NORMAL, ANYWAY?

To understand the inner workings of normative power, we first must
understand what norms are. “Norms are usually described as collec-
tive, intersubjectively shared expectations of appropriate behaviour
for actors with a given identity.” (Katzenstein, 1996, p. 5) Norms es-
tablish action patterns, which in turn are interpreted as either per-
mitted or prohibited. This further develops the identities and their
self-conception of the actors. Norms, however, are not static con-
cepts, as much as processes which are elaborated, contested and in-
tersubjectively decided by the subjects, meaning that at any moment
previous norms might be reinterpreted and adapted for a specific
situation. They affect these subjects as much as these subjects affect
them. (Wunderlich, 2020, pp. 5-6) The norms are regular patterns
which affect those pertaining to a group —creating expectations of
reciprocity and establishing a sort of “scope of actions” the actors
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can choose from in a certain situation. These norms prescribe and
proscribe behaviours, implying the “do’s and don’ts”. This, in result,
legitimates one type of acts, those which are consistent with the pat-
terns appropriate to the type of actor, and “delegitimates” others, the
ones which are not (Wunderlich, 2020, p. 16).

2.2.1. HepLEY BULL, RULES AND INSTITUTIONS

In his International Relations classic, The Anarchical Society: A
Study of Order in World Politics, Hedley Bull highlights that in or-
der for rules to be socially implemented, institutions (both rules
and institutions understood in a broad sense) must carry out some
of the following functions: 1) the rules must be made; 2) they must
be communicated; 3) they must be administered; 4) they have to be
interpreted; 5) the rules need to be enforced, in order to be effec-
tive; 6) they have to be legitimised by those whom they apply to;
7) they have to be able to adapt to change; 8) and, finally, they have
to be protected —by a system which itself guarantees the operation
of the rules—. These rules do not have to emerge as laws, as they
might emerge as common practices, which then, through a process,
evolve into legal conventions agreed upon by the States. Finally, he
understands that rules can be divided into categories, and the high-
lights three types of rules 1) Fundamental or constitutional norma-
tive principles; 2) Rules of coexistence; and 3) Rules which regulate
cooperation (Bull, 1995, pp. 54-67).

2.2.2. NorMATIVE PoweR: IaAN MIANNERS

In his works, Ilan Manners discusses the nature of what has been called
“Normative Power”, explaining that it is different from traditional
power of the states. In “Normative power Europe: a contradiction in
terms?”, he argues that to understand events such as the collapse of
the Communist regimes in Eastern Europe in the 1990s, we have to
understand the power of ideas and norms. Manners bases his ideas
on earlier thinkers, such as Carr, Duchéne and Galtung. These authors
share the idea about the existence of a type of power which allows
for the “power-sender” to change the ideas of the “power-recipient”.
Manners states that they, in some way, referred to this type of power
in their work, even though they did not use that denomination. For
Manners, both the European Union’s civilians and military power
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“need to be augmented with a focus on normative power of an ide-
ational nature characterized by common principles and willingness
to disregard Westphalian conventions”. Another key feature that
he highlights, originating from Buzan and Little, is the uniqueness
of the EU as an actor, as it is different from both pre-Westphalian
political units and Westphalian ones, therefore it has certain unique
characteristics and capacities (Manners, 2002, pp. 39-40).

The EU, for example, shapes its external relations based on ideas
and principles, “based on its policy to consolidate democracy, rule
of law, and respect for human rights and fundamental freedoms”.
Manners, however, denies that the use of military power to use
force as an instrument to implement it —for the EU is a different
type of actor, compared to a state (Manners, 2002, pp. 241-242).

3. UNDERSTANDING THE CYBERSECURITY AGENDA OF THE
EuroPEAN UNION

3.1. UNDERSTANDING CYBERSECURITY

The EU has provided a wide variety of definitions for the usage of
this term, as ENISA released a document about the standardisation
of the definition, calling for use of the specific definitions provided
and the three strands discussed in the document (Brookson et al.,
2015, pp. 6-26).

3.2. CYBERSECURITY AS PART OF THE EUROPEAN SECURITY STRATEGY

Even though it becomes part of the mainstream defence agenda, as cy-
berdefence, cybersecurity is considered in these texts as part of general
security when discussing the topic. “A Secure Europe in a Better World.
European Security Strategy” approved by the European Council in
2003, cybersecurity is not mentioned in this text; nonetheless, it “de-
fines, sorts, contains, synthetises and expresses the interests and the ap-
proach taken by the European Union in the world to advance together
towards a greater regional and global security and its consolidation in
the world” (Fernandez Bermejo & Martinez Atienza, 2018, p. 57; trans-
lation by author).
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In 2013, the EU published a document titled “Cybersecurity Strategy
of the European Union: An Open, Safe and Secure Cyberspace”. It
maintains that those values upheld by the European Union offline
should also be upheld online. It also outlines the strategic priorities
of the EU regarding this topic, those being;:

1. Achieving cyber resilience

2. Drastically reducing cybercrime

3. Developing cyberdefence policy and capabilities related to the
Common Security and Defence Policy (CSDP)

4. Develop the industrial and technological resources for cyberse-
curity

5. Establish a coherent international cyberspace policy for the Eu-

ropean Union and promote core EU values (European Commis-
sion, 2013, pp. 4-5).

The text further develops how these topics should be approached
and the objectives related to these priorities. To properly fulfil these
duties, a coordination between organisations on the national and
the EU level are to be coordinated, as national governments have
their legislation but require collaboration from the European Union
as the nature of these type of crimes can easily be international of
transnational.

Some authors have claimed, regarding the question of global cyber-
security cooperation, that a position of power is earned either by
“right or might”, and if the EU wishes to become one, it will have to
earn its place in the “big boys” league. Some member states, such as
Germany or France are relatively important cybersecurity players;
however, the Union as such is still a work-in-progress to become a
big name. TEuropean Union, as a regional organization has some
sui generis traits which allow it to avoid traditional power struggles
and engage in multilateral dialogue with multiple actors (Renard,
2018, pp. 7-8).

3.3. EUROPEAN CYBERSECURITY ACT

2013 was a key year in terms of European Security, as ENISA, the
agency established in 2004 as a temporary agency to support the
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Commission and the Member States. In 2013, under the European
Cybersecurity Act, it became a permanent agency with better fund-
ing as it had proved of great use and efficiency in the previous years.
It then undertook a plan to establish a cooperation network in the EU
by establishing Computer Emergency Response Teams (CERTs) and
Computer Emergency Response Team - European Union (CERT-EU),
made up of IT security experts working for the main EU institutions.
The expansion and strengthening of ENISA gave it more leverage
and responsibilities, as it became the main agency in terms of EU
cybersecurity. In addition to supporting the Commission and the
Member States, the ENISA was now in charge of deploying the co-
operation strategy and European certification network in terms of
cybersecurity. The Cybersecurity Act provided standards for vol-
untary certification which complied with EU-wide regulation, as-
suring producers that their products would be legal in all member
states if they complied with the certification (unless additional cer-
tificates were needed). ENISA was also tasked with the responsibil-
ity regarding data breaches related to the General Data Protection
Regulation (GDPR), created in 2016 in order to protect the data and
privacy in the EU (Giustozzi, 2019).

3.4. THe EU’s CYBERSECURITY STRATEGY FOR THE DiGgitaL DEcADE

In December of 2020, the European Commission released a joint
communication where it stressed the reliance of the bloc on the
digital media (especially stressed due to the COVID-19 pandemic,
which allowed for a hastened transition to telework for many indi-
viduals (40% of EU workers). The joint communication is divided into
an introduction, where current threats and transformation processes are
explained; the European motto and an explanation for its cybersecurity
strategy; a rundown of the high-priority targets for cyberattacks in the
EU structure; a brief conclusion, and appendices with key steps for its
cybersecurity.

The document highlighted the need for a rule based global cyber-
space, where the values of the EU would be reflected. At the same
time, it warned about the decentralised system on which the internet
relies, while ironically, some key structures and infrastructures be-
ing run by very few private firms. The “lack of collective situational
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awareness of cyber threats” remained a key problem, as the directive
regarding cooperation regarding the security of network and infor-
mation systems is limited (Directive [EU] 2016/1148 of the European
Parliament and of the Council of 6 July 2016 concerning measures for
a high common level of security of network and information systems
across the Union, 2016).

The cybersecurity strategy is in line with the European external action
strategy —“Thinking global, acting European”—, and it addressed
three focus areas for EU action:

1. Resilience, technological sovereignty, and leadership
2. Building operational capacity to prevent, deter and respond
3. Advancing a global and open cyberspace.

These aspects are considered as a crucial part of democratic pro-
cesses and institutions, which is the objective of the strategy (European
Commission, 2020, pp. 1-4).

These ideas have come into conflict with the open-market policies,
as securitization discourses have been applied to technologies such
as the 5G networks developed in third countries (namely, China).
Other concerns have been raised when talking about the safety of the
Internet of Things (IoT) and the integrity of the global DNS root sys-
tem and the introduction of other key internet standards (European
Commission, 2020, pp. 8-12).

The EU has set itself to establishing its rule of law to be able to reach
and deal with digital crime. In 2019, the EU introduced a “cyber di-
plomacy toolbox” to defend its network effectively and comprehen-
sively from attacks by malicious agents. The HR/ VP is set to promote
a working group especially dedicated to cyber intelligence. All these
efforts are aimed to “contribute to responsible state behaviour and
cooperation in cyberspace and should give particular direction on
countering those cyber-attacks that have the most significant effect,
notably those affecting our critical infrastructure, democratic institu-
tions and processes” (European Commission, 2020, pp. 16-17).

According to the communication, these technologies have to be
“global, open, human-centric, privacy-focused, and their use law-
ful, safe and ethical”. This also should translate on the state level,
where their behaviour should be ruled by international law. These
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actions would create safer and safe communities and cybercommu-
nities and would, in turn, allow greater cooperation. Finally, there
is a need to engage with other regional organizations to make sure
the same line of work is followed to boost the implementation of
the Agenda (European Commission, 2020, pp. 20-22).

4. ResPONSES TO THE EUROPEAN FOREIGN POLICY RELATED TO
CYBERSECURITY

Due to the nature of the “arms race” between attackers and defend-
ers, attackers have the upper hand thanks to the wider availability
of vulnerabilities and the narrow, focused capacities used by the
defenders. Starting in 2016, defenders have increased their knowl-
edge on the modus operandi of the attackers to prepare themselves
for possible future attacks by understanding their mindset.

Especially relevant for the topic at hand are the state sponsored ac-
tors. There was a breach of state-sponsored tools, the first one of
its kind. This has worried many experts as they have posed the
question of whether this kind of breach is similar to “a loss of heavy
weapons” by a state actor. On top of the actual anonymization ten-
dency already spotted amongst the attackers, state related actors
make an even greater effort to mask their trail, make their attacks as
similar to those of regular cybercriminals or actual companies have
been contracted to make the dealings of a state-actor. “Cyber fight-
ers” is also a term used in this report to refer to a group that mixes
“activists, terrorists, cyber-spies and cyber-army”. Their ideological
motivations make them extremely active in their efforts against their
targets (ENISA, 2017, pp. 67-71).

In 2017, ENISA stated that threat masquerading has widely extended
to the other actor groups; however, state-sponsored actors remained
the most advanced ones in their techniques.

State-sponsored actors went from the fourth most important group
to the third one that year. On top of that, due to the extra difficulty
of attribution of attacks perpetrated by this group, their percentage
share of attacks (identified as 20%) should be even greater than that.
In fact, ENISA identified states as especially dangerous actors in
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this field due to their investment in the development of capabilities
and the fact that this trend is increasing (ENISA, 2018, pp. 91-96).

A change in the state-sponsored actors was seen, as some traditional
groups changed their activities, other groups took its place, using
similar means to the previous group. Rising tensions between states
(especially China and the US, but also others, such as Russia, Germany
or the UK) lead to references to cybersecurity during 2018. It became
clear that cybersecurity (or at least, cyberespionage) must be taken into
account when considering traditional politics among nations. Analysing
the decrease of activity of traditional state-sponsored cyberthreat groups
might point to the fact that states are reorganising their capabilities and
infrastructures. This report also underlines increase, or the attempt to
increase, the impact of attacks (especially by targeting critical infrastruc-
ture and industries). Attacks on banks by state actors have also been
seen as an attempt “to avoid the negative impact of sanctions”. Finally,
corporations have begun using state-actor techniques for commercial
gain (ENISA, 2019, pp. 116-121).

4.1. UNiTeD STATES

The United States, who has been the leading power in many fields
for the World, the advent of the new digital age has meant new
challenges, as other powers have emerged, such as the EU or China.
The US federal institutions have a wide array of instruments to es-
tablish cybersecurity standards. Due to the system of governance in
the US, the private sector relies on state legislature while executive
institutions are governed by federal regulation, in order to establish
better cybersecurity standards nationwide and be able to under-
stand how the cybersecurity policies are shaped. To improve these
standards, the US uses instruments such as “hackathons, competi-
tions, bug bounty challenges, red teaming and pen testing” as they
allow for simulated attacks to play out and the government insti-
tutions are able to see the vulnerabilities exposed by the attacks.
These practices have also been adopted by third states and private
companies. This activity also pushes “specific cybersecurity goals”,
as its exposing nature proves the need for improvement in the sector.

The US has its own NIST Framework. It seeks for standardisation
and improving taxonomy in the cybersecurity field. Other states,

Analisis Juridico-Politico 4(7) 2022 « pp. 143-168

| 155



ANALISIS

JURIDICO-POLITICO

156 |

such as Israel or Japan also use this framework, which shows its
clear effort for the normalisation of standards in the field.

The US started using communications as an instrument to express
its own position regarding the question of cybersecurity, for this,
the State Department Legal Adviser referred to a study called “The
Talinn Manual”, published in 2012 and updated in 2019 which fur-
ther explores this question. The United States also partakes in the
UN Group of Governmental Experts on Developments in the Field
of Information and Telecommunications in the Context of Interna-
tional Security, endorsing the work done by the group.

Just as the European Union has done, the United States has also taken
punitive action in order impose its will on attacks against cybersecu-
rity. Extraditions, indictments and sanctions have all been used by the
US for this purpose. Just like the European Union, it has developed
its own cyber-related sanctions programme, implemented via execu-
tive orders (issued by the President of the United States) or statutes
(passed by the Congress of the United States) which then are regulat-
ed by the Office of Foreign Assets Control.

In fact, the United States, and the European Union both share a
plethora of instruments as well as they have plenty of common un-
derstandings on how cybersecurity should be regulated. Their own
frameworks show their will for a long-term implementation of cer-
tain rules in the sector (Schuetze, 2020, pp. 32-41).

In 2017, President Trump signed an executive order aiming to improve
the United States’ cybersecurity by “engaging with engaging with in-
ternational allies; ensuring the nation has strategic options to deter ad-
versaries; and training a cybersecurity workforce” (Aegis, 2019).

4.2. CHINA

In general, the view from China has been a positive one, as the European
approach implies a multilateral take on the issue. China has also taken on
the mission to learn from the European certification system and GDPR.
Aligning certification standards would lead to lower costs in the long
run. However, there are two looming issues: one being that Europe is
ideologically closer to the United States, which could mean that conflicts
between the US and China lead to issues in the relationship between the
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EU and China; the second one being the securitization of some IT sec-
tors which would in turn make it more difficult for foreign companies
to get certified for the European market (Lyu, 2019).

Some go as far as to claim that the Chinese approach to cybersecurity
is deeply tied to the Chinese government structure, having a met-
aphorical stranglehold on the internet and a control of the internet
and information are required to boost the legitimacy of the Chinese
Communist Party in the eyes of the Chinese people. These authors
also believe there is a dangerous expansion of the Chinese model in
some countries (especially related to the Belt and Road Initiative),
where the CIT systems are used for surveillance and control of the
populace (Geller, 2018).

At the same time, China has taken a step towards technological au-
tarky: the latest five-year plan included a target to become self-sufficient
in terms of technology, as the China-US Trade War showed the CCP
how dangerous it is to rely on foreign technology and know-how when
producing state-of-the-art tech (namely, semiconductors). However,
Chinese government officials called for global cooperation, despite
the strategic move towards self-reliance, which could mean they are
preparing for the worst-case scenario and hoping for a better out-
come (McGregor, 2020).

China, in fact, has been developing a cybersecurity law in the past
decade. Parts of this law worked and were developed on different
levels and regarded different topics. When Xi Jinping became the
General Secretary of the CCP and the President of the PRC, a commit-
tee to “maintain cybersecurity” was established, which lead to drafts
and subsequent amendments. In November 2016, the Cybersecurity
Law of the People’s Republic of China was adopted, and it came into
effect on June 2017 (KPMG, 2017). However, despite all these calls
for cooperation and normalisation of the cyber domain, there have
been continuous reports of cyber-attacks attributed to the Chinese
government or entities related to it. Most, if not all of these, have
been linked to some sort of strategic or tactical move in the particular
situation at the time (i.e., attacks on Indian government and banks
during days where skirmishing between Chinese and Indian militar-
ies happened, surveillance of minorities regarded as threats by the
Chinese Communist Party, etc.) (Center For Strategic & International
Studies, 2021).
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4.3. Russia

The case of Russia is probably the most particular one among those
discussed in this article, as ambiguities and contradictions can be
seen here. It widely known that the questions of national security
and sovereignty have been haunting the Russian Federation since
it was established after the dissolution of the USSR. On top of that,
Russia has inherited the “otherness” from the Soviet Union and its
Cold War past in the “Western” mindset. Therefore, it has had to act
decisively in terms of projecting its interests and power outwards,
which further consolidated and reaffirmed the differences with its
“European” neighbours and the US.

Especially relevant to the topic at hand is what has been dubbed
“hybrid warfare”, a broad combination of traditional warfare plus
non-military measures. Some highlight that this is a part of Russian
warfare culture tracing back centuries to Napoleon’s invasion of
Russia and the subsequent failure, part of the Russian “National
Pride”. This is important, as “cybersecurity” is considered as part
of “information warfare”, which can be deployed before any actu-
al military intervention begins and therefore represents the most
important part of the readiness for war, states Valery Gerasimov, a
Russian general (Gerasimov, 2019).

For Russia, its own foreign policy in the field of cybersecurity (the
Information Security Doctrine) is a response to the threat that other
actors represent, especially regarding its own values and interests.
This clearly shows how Russia sees itself as a victim of foreign threat
and subterfuge, while the West sees this as an excuse to carry out an
aggressive posture in this aspect. Officially, the Russian posture is
defensive and seeking collaboration against these threats. Its focus
is to establish frameworks and partnerships. However, its interpre-
tation of cybersecurity as part of “information warfare” asks for a
deeper look into its offensive cyber capabilities. The lack of clear
legal frameworks acts as an incentive, as attribution is difficult and
therefore hardly leads to retaliatory action, on top of being low cost
(compared to traditional military or espionage operations).

It is the fact that Russia perceives itself as being threatened by other
states and being vulnerable in this aspect that drives it to devel-
oping these capacities, and the fact that other states have the same
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vulnerability will keep motivating Russia to develop and try to lead
in this field (Lilly & Cheravitch, 2020, pp. 3-20).

For Russia, all of this has been seen as an opportunity to combine its
role as military superpower to engage in hybrid operations. On the
other hand, regarding regulation, Russia does not see in the Chinese
model “an example for the regulation of the virtual space” (Kshetri,
2016, pp. 232-233).

Figure 1 shows the evolution of the number of cybersecurity events
attributed or originating from these three countries, and their up-
ward trend, albeit at a different rate.

Figure 1. Number of cybersecurity events attributed to, related to or originating
from these states (2016-2020)
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Source: elaborated by author, Center for Strategic & International Studies (2021).

5. UNDERSTANDING THESE DEVELOPMENTS IN THE CONTEXT OF
THE EUROPEAN FOREIGN POLICY

First, it is important to remember the fact that the European Union,
relatively, a weaker player when talking about technological devel-
opment in general (when compared to the USA, China or Russia).
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Therefore, it cannot unilaterally put pressure and force the others
accept its view and regulation on these states (something it has
been able to achieve regarding other topics with weaker non-EU,
European states). Since its foreign policy aims to be aligned with its
core values, implying that these are the values on which the norms
would be based (at least, if it was up to the EU to establish those
norms) and it is unable to do so unilaterally, both due to the fact that it
is not a hegemonic power capable of imposing its own internal norms
as international and the fact that international norms are created in-
tersubjectively, that is, established, interpreted and played out by the
international subjects (mainly, states). Therefore, it will require for the
interaction of these subjects in order to establish the normal course of
action in the cyber domain. The years of the “Internet Wild West” have
come to an end, and different interpretations on how to legislate and
what is allowed can be causes for conflict. For the European Union
to be able to make sure that its core values are part of this normal, it
will have to establish itself in a position where it is able to convince
the other powers about the advantages of these values and the need
for such a rule based cyber-order. Different points of approach for this
topic will need to be taken, and the different perspectives of the states,
in some way need to pivot along on common points for the European
Union to succeed.

When analysing the effects this European policy has had on the
United States, there are similarities in both national policies, be-
haviour in the international scene and interests expressed in their
communications and intentions. On top of that, a long-lasting rela-
tionship with a similar ideology must be taken into account. Both
the United States and the European Union have tended to regard
the “rule-based order” as the basis for international norms. This has
extended into the perspective of cybersecurity, where both of them
have sought similar order by creating national frameworks and
tried to extend them over to other states and they have regarded
international law as the rulebook for when doubts arise regarding
the behaviour of states which do not align with their interests. This
is understandable, as they were the ones who established the ma-
jority of these rules while “the West was best”, but as their power
has slowly diminished, relative to rising powers, they have left the
inheritance of their great power past, which they would still like to
“ride” as long as they can, exerted as a form of structural power.

Universidad Nacional Abierta y a Distancia ¢ Escuela de Ciencias Juridicas y Politicas



Lukas Kondrotas - European Union policy and the use of the
normative power regarding cybersecurity

For the member states of the European Union this is especially inter-
esting, as the loss of its colonial empires has meant a major decrease
in its influence worldwide, which has not been yet readjusted, and the
use of normative, as opposed to civilian or military powers, colonial
past, could allow it to transform some of the remnants of its colonial
influence into the new “rule-based order”, a concept which does not
evoke images of oppression of other peoples, while still allowing for
the Europeans to have an important say in international politics and
“the moral high ground”. This perception of the European Union as
a civil power can be used to promote its own beliefs, practices, and
values, moved by the fact that they are seen as legitimate, as opposed
to values imposed via hard power. United States also benefits from
this, but it is also able to use its hard power and ideas derived from
American exceptionalism to promote its own interests. All these
factors, and probably some more, contribute to a kind of synergy
between the EU and the US, where despite efforts from the EU to
become “strategically autonomous”, it still has very deeply rooted
connections with the United States, especially on the ideological
level, where maintaining bourgeois democracies is fundamental to
secure the democratic rule of law and institutions.

Therefore, the EU and the United States push for similar outcomes
on the normative level. Of course, matters of national security and
defence might still cause friction (for example, actions such as cyber-
espionage, especially on partner states will be major issues and the
US does not have a clear record in that regard). Nonetheless, their
similar and common trajectories explain why the US has not reacted
by changing its foreign policy regarding cybersecurity, as many times
sanctions are placed as a group for those offending the rule-based world
order. Therefore, sanctions have not changed the actions of the United
States in a meaningful way, as the US already was following similar pol-
icies and taking similar actions to the European Union. Similar policies
and attitudes by both the EU and the US show that they are aiming in
similar directions when talking about cybersecurity norms in the inter-
national stage; however, international politics is more than that, and of
course, each actor looks to maximise its gains and minimise its losses,
therefore, in some fringe cases they will act independently or even have
opposing interests. Nonetheless, their civil capacities and ideologies
being similar, therefore they can reach common ground more easily
than the other states compared in this paper. This means that it is
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also hard to identify who is influencing whom, as their takes on the
matter are very similar and closely related. Especially when taking
into consideration that an important part of the security aspect in
the European Union is intertwined with NATO, cybersecurity frame-
works are shared and security cooperation with the United States
is very common, especially when considering that the EU is clearly
the weaker partner who has more to gain in many of these aspects,
it is understandable that the sanctions related to cybersecurity have
not had a major impact in the way the United States behaves itself in
the cyberworld in the international sphere. Ultimately, this close rela-
tionship should in fact help the EU as sharing common perspectives
and being able to convince strong partners to enact measures such as
sanctions makes them more effective, and both are to gain from these
developments. In fact, in some respects, the EU and the US can be
considered as the same bloc regarding cybersecurity norms.

The case of the People’s Republic of China is a very interesting one:
it is in fact the prime example of colonised nation which has slowly
adopted the Westphalian system and has integrated itself into the so-
ciety of states and multilateral organisations, especially since it was
welcomed back into the United Nations and since it boomed eco-
nomically and became part of multilateral organisations such as the
WTO almost 20 years ago. It used the same rules and norms that were
forced upon it by the Western world and adopted them to its own po-
litical configuration to great success. Then, with the rise to power of
Xi Jinping, it came out of its slumber and began challenging some of
these norms and demanded that some changed be made, as the inter-
national structures which guide the international society are overrep-
resenting Western ideals and it challenged the hegemonic power since
the end of the Cold War, the United States of America. This change of
attitude and behaviour, from Deng Xiaoping’s “Observe calmly; secure
our position; cope with affairs calmly; hide our capacities and bide our
time; be good at maintaining a low profile; and never claim leadership.”
to Xi Jinping’s “Chinese Dream” and “Belt and Road Initiative”, the last
idea presented by Deng, the idea of a non-hegemonic world. China’s
integration in all these multilateral structures have also been important,
as it has parted ways with traditional Marxist concepts, such as promot-
ing world revolution, for a more stable society of states, respecting
internal sovereignty of each state, while demanding reciprocity in
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that matter. Of course, others have also adapted to China in the
same way, interaction implied intersubjective creation of identities,
where common ground had to be reached in order to secure a sta-
ble and normal relationship between states. This is general view is
representative of what has happened in terms of cybersecurity, as the
People’s Republic has acquired a capacity to produce state-of-the-art
technologies and it has established cybersecurity structures, on the
one hand it has seen a need to create national cybersecurity frame-
works, while supporting its idea of “cyber sovereignty”, as to make
sure that technology is always under control of the Party-State du-
ality. Therefore, innovative ideas and norms coming from the EU,
such as the GDPR have been influential for adaption at a national
level, while ideas like multilateral governance on the cyber domain
and adopting international law as the basis for it have not been able
to reach the core of the Chinese view. This is likely due to the fact
that it would highly conflict with Chinese interests, as attacks from
China have been seen to be related to the conflicts of the moment
that China has been involved itself in, thus likely considered mat-
ters of national security or defence, unlikely to be transformed by
normative power in such a short period of time. However, it should
not be disregarded as a failure, as in the long run, higher security
standards (increasing cyberattack cost), the state of international
affairs in that moment and political will (ideas regarding how to
avoid a cyber-arms race) could lead to normalisation of Chinese
activity in the cyber domain, especially if its interests are reconfig-
ured (for example, China itself becomes highly vulnerable to cy-
ber threats) and tries to become a leader in promoting multilateral
governance in this field (it is not hard to imagine a case similar to
what the fight against the Climate Emergency has been and how
it has evolved in the last 25 years). However, at the moment, the
influence of the European Union has not yet been able to change
the course of China towards a more rule-oriented behaviour. China
seems to pay lip-service to commitments in this field while its spon-
sorship and permissiveness still allows for important cyberthreats
to bloom. The EU is able to work as a “pivot-state” by reaching out
to both China and the US, de-escalating and serving as a halfway
point, helping them to work out their differences and pushing its
own values into the mix.
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Finally, the case of Russia is probably the most complicated one as
more variables mix there. First, the legacy of Russia as the “Soviet
threat” has remained well into the 21% Century. National politics,
a heritage of military culture and self-perception, among others
make Russia a state whose cybersecurity behaviour is hard to nor-
malise regarding Western norms. The fact that Russia has decayed
from a superpower to a regional power, but its military is still a
considerable threat and probably its most important asset has led
to a concentration of power and a self-projection as though Russia
must seek its self-preservation mainly through force or the threat
of force. Its intelligence agencies have been swift to recruit inde-
pendent hackers into their forces and its military intelligence, in
order to gain the edge on the other states. As its basic survival
was perceived as threatened, Russia has developed its defensive
capacities and it has expanded into offensive capacities as a deter-
rent, all of this also applying to its cybersecurity domain. Howev-
er, once it acquired the offensive capacities it got involved in an
arms race dynamic, where it has become a major cyberthreat in the
international sphere (as weakening others makes Russia relatively
stronger in comparison, it has been an advantageous development
in this respect). Other dynamics with aims to isolate Russia and
punish it for its policies have been found to be actually fuelling
nationalist sentiments in the country thanks to a “rally-around-the-
flag effect”, as Western sanctions were perceived as an attack on
the already punished Russian nation. On the other hand, sanctions
regarding cybersecurity on Russian nationals, intelligence mem-
bers and companies have not had constraining nor coercing effects,
meaning that it has not been able to amplify any efforts by the EU
to change the behaviour of Russia as a whole. Reports by ENISA
stating that worldwide state-sponsored cyberthreats have stopped
growing are even more concerning as an increase in the scope and
importance of these attacks would cause even greater disruptions
on the already fragile informatic systems. Pushing for sanctions in
this respect, instead of looking for a common ground, will probably
further escalate the arms race and make everyone worse off, while
fuelling nationalism and populism in the respective countries. All in
all, a different approach should be taken to achieve a change in the
Russian worldview, starting with dialogue and cooperation efforts in
order to build trust, as lacking this fundamental factor, no security
communities can be built.
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6. CoNCLUSIONS

Allin all, we have seen that actions and sanctions taken by the European
Union to create states with identities and interests like its own have been
mixed, depending on the perspective taken to interpret these results. A
superficial take on the matter would argue that the sanctions have not
had the desired effect and have been detrimental for civilian popula-
tions in the target countries; nonetheless, a deeper dive and understand-
ing of these restrictive measures shows a clearer image.

First of all, targeted sanctions allow for measures against individu-
als which have had some influence in the decision-taking process,
or the actions taken by other states in that regard. Others argue,
on the contrary, that these measures are punitive and unproductive
when considering future decisions. However, the signalling pur-
pose of sanctions interprets them as positioning the sender as clear-
ly opposing to whatever action is being punished. Therefore, it in
fact allows to shape identities of both the sender and the receiving
actors — the EU as a sender portrays itself as the defender of the rule
of law and non-offensive action in the cyber domain, while on the
receiving end, these actors are perceived as a threat, which itself is a
double-edged sword (as it can lead to arms race dynamics in the cy-
bersecurity domain). Sanctions being the best instrument regarding
opportunity-cost in this respect and with the European Union get-
ting used to it as its strongest foreign policy tool, they have proved
to not be inherently as bad as some would make believe but their
effectiveness is also limited in scope, therefore requiring for a bet-
ter long-term solution to these issues. Thus, our initial hypothesis
stating that sanctions did not have any meaningful effects in this
regard is rejected, as it has non-coercing effects in this matter.

We can also observe an attempt by these states to establish their own
national cybersecurity frameworks which they aim to see adopted
on an international level in order to be perceived as “leaders” in this
domain. The European Union has had great success in this regard,
as without being a technological superpower (especially when
compared to the United States and China), it has achieved its own
legislation to be studied for adaptation in the other states, without
having forced it on them. Establishing its own bloc-wide policy re-
garding cybersecurity has allowed the European Union to follow
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a clear rule-based behaviour on the international scene, where its
efforts are legitimated by these actions.

Each of the cases compared in this paper has its peculiarities, from
the similarities in the frameworks and behaviour between the US
and the EU, the interesting synergies the European framework and
legislation presents itself for the People’s Republic of China to the
apparently great efforts needed to reconnect, for lack of a better
word, with Russia, who seems to be drifting further away from the
West in this respect. The case of the US shows the most promise as
cooperation has not been a major issue between these two partners.
The EU could also work as a pivot between the US and China, as it
tries to become strategically autonomous from the US in terms of
security, cooperating in China as leverage against American hege-
mony. The case of Russia being the most complicated one due to the
already complicated relationship the EU has with Russia regarding
all other topics, where Russia has begun seeing the West as a major
threat to its national security and has important concerns regarding
its own national interests.
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